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i BIRO Continuous Integration

= Romania, Malta and Cyprus involvement
In the adaptation, implementation, set
- up and use of the BIRO
Health Information System through
continuous integration of the WPs.



- B.LR.O.
The BIRO XML Data Transfer

i Architecture

= A common
framework for
all EHR
applications
that enables
partners to
export data in
XML format

= Use Easy PHP
1-8 free
software

ODBC, JDBC,




R
i SQL/XML Overview

= Unfortunately, XML and SQL represent
Information in very different ways, and many
developers spend significant effort converting
Information between the two.

= The following example shows the same
Information represented in a C++ form, a
relational tables and represented in XML



Identificare pacient

Pacient prezent — Loc inregiztrare D ata Tnregistrare Data completars
€ Da Centrul de Diabet &mbulator, Bucurest 174070 /2005 09:49:57 iI:IE.-’I:I'I 2005

I}

Medic |[CRISTESCU JULIETA ‘

Murmar identificare

|00000001 Med responsabil de - [PgieTEG ) JULETA
ingrijrea pacientului

Mumar fiza CAD

122103

Cod rurmeric personal MHurne Prenunme Data nasterii Virsta Sex
|1530704520037 |FRINCL {WASILE |04/071953 |51 asculn |
Adreza T elefon & mail Oczupatia

Giurgiu |0723648711 | |SUBINGINER

Str.T aliei nr.57 =
r.T aher rr SRt Grup sanguin  Rh Caza de Asigurari

[Keconpleet | 2] [Hecampk =] [Necamg =] |Bucuest =

Neksbass DIETA 180HC zi

Eiza Conzultatii ‘ 3 alval | Inchidere Help




Defining form patient
IN XML format and SQL

AVA W h

\1VIL
<form> . HTML is a presentation language, whereas
-<patient> = XML is a data-description language
<ID>1</ID> n To describe patient form in XML is very similar to
<patient_number>122103</patient_number> that of HTML form
<surname>FRINCU</surname> . The XML format should therefore be very easy to
<forenames>VASILE</forenames> understand to anyone that has knowledge of HTML
<date_of_birth>19530704</date_of_birth> forms.
<age>51</age>
<cnp>1530704520037</cnp> =  The XML file must always start and end with the
<gender>1</gender> <forms> element
<date_of_death /> = The form described here has 1 input field whose
<address>Giurgiu Str.Taliei nr.57</address> name is “patient”.
<phone>0723648711</phone> n Apart from text fields, the XML can also define
<occupation>SUBING INER</occupation> textareas, password fields, radio buttons,

<civil_status>0</civil_status> checkboxes, etc.

<sanguine_group>0</sanguine_group>
<rh>0</rh>

<lock>False</lock>
<casa_asig>11</casa_asig>

</patient>
</form>
Relational Tables
atient CEO L
o |P — | surname forenames | date_of birth | age cnp gender | f_ address phone
number death

1| 122103 FRINCU VASILE 19530704 51 | 1530704520037 1 Giurgiu Str.Taliei nr.57 0723648711
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B _ |
National System for Diabetes
i Monitoring (SNUD)

= the need for developing a
system which can aggregate data from
various sources and provide a
mechanism for managing the privacy of
patient and healthcare information
via a robust rule-based system.




Middleware

IMPORT APPLICATION

Administrator Interface (GUI)

\ (1) Timer
\ 4 \ 4
Central module
: _______________________ | A A
| 3 ’ 2 3 NG 6
' SincroDiab.mdb \ @) ©) @ 6 (6)
i LAN DB | N Y Y
L  HT,TPS Module read Module for Import
encrypted files file Module
received from Decription
Region DB
(7)

A 4

SNUD database, DATA

Data Base Server

\ 4

SNUD Web applications
Reports, Statistics,
Templates, etc.

Server WEB applications

Java Servlets, JSP, etc.

Firewall




Encrypting data

+

We need to mention about encrypting
data when it is transmitted through
the internet.

Data privacy Is going to be a major
concern in Romania as it deals with
sensitive patient information and
clinical data.



. Preluare date SincroDiab & Transfer pe server - O] x|

Calea de unde ze wor prelua tabelele SincroDiab LeleE ULl

=4 =] |30 Nume server: |10.0110
a BO_reale Username: |$nud

Fa[ula: Ixxxxxxxxx

Tranzferul ze va face zilnic la ora

16:481
Editeaza configuratia Salveaza configuratia
Parola bazei de date SincroDiab
Start |
At fost deconectat ﬂ

19:25 Fizgierl 155MUDETB-05-2006.FLG a fozt tranzmiz pe server in directorl Aznud/flag |

19:25 Fizgieml 18HR1_VALETE-05-2006.%ml a fozst criptat =i transmiz pe zerver in directorul fznud/tabele/tabelel |
19:25 Fizierl 1&link_patient_hcpd16-05-2008.<ml a fozt criptat zi transmiz pe server in directorul Aznud/tabelestabelel |
19:25 Fizierl 1%persaoné] 6-05-2006.xml a fost criptat =i transmis pe zerver in directarul fsnodtabeledtabelal |
19:25 Figierl 1%uzert] 6-05-2006.%ml a fost criptat 2 tranzmis pe server in directorul fenudtabeletabelel |
1925 Fizienl 1&patientt] B-05-2006.=ml a fost criptat =i transmiz pe server in directorul fenudftabelestabele? |
19:25 Tabelele HRI 2 HRI_C au fost convertite in fizier XkL

19:23 Tabela HRI_C a fost prelucrata in tabela de manewra |

13:19 Tabela HRI a fost prelucrata in tabela de manesra |

19:18 T abela Link_Patient_HCP a fost corvertita in fisier #hL

1317 Tabela Perzon a fost convertita in figier =kL |

1317 Tabela Uszer a fost convertita in fizier <L

19:17 Tabela Patient a fost convertita in fizier L

19:17 Daca nu exista, folderul tabelel a ozt creat pe zerver in directarul fznodtabele |

1917 Incepe tranzgferul tabelelor SincroDiab

Agteptati, ze face conectarea ...




Impurt date SincroDiab in baza SNUD

Calea de unde ze wor prelua fizierele criptate Calea de unde =& wor prelua Flagur
I = ¥ j £ ftpraat ﬂ
SR SNUD
‘ Importul ze va face zilnic la ora
- |1 200
Editeaza configuratia Salveaza configuratia

=10] x|

Start |
13:33 Flag-ul 1&5MNUDETB-05-2006.FLG a fost sters de pe server

19:33 Fizierul c_1EHRI_WVALETE-05-2008.=ml a fost transferat in baza SHUD

19:28 Fizierul c_1EHRI_ WAL B-05-2008. ml a fost preluat de pe zerver s decriptat

193:27 Fizierul ¢_18ink_patient_hcpl 6-05-2006.=ml a fost transferat in baza SNUD

19:27 Fizierul c_1&link_patient_hcpé 6-05-2006. #ml a fozt preluat de pe zerver =i decriptat
13:27 Fizierul c_1&persant] 5-05-2006. xml a fost transferat in baza SHUD

19:27 Fizierul c_1&persont] 6-058-20086.xml a fost preluat de pe server si decriptat

19:27 Fizierul o_1&uzert] B-05-2006.xml a fost transferat in baza SHUD

193:27 Fizierul & 1husert16-05-2006.%ml a fost preluat de pe server =i decriptat

19:27 Fizierul c_1&patientt] 6-05-2006.xml a fost transferat in baza SHUD

13:27 Fizierul c_1&patientt] B-059-2008. xml a fost preluat de pe server s decriptat

19:27 Fizierul 1&5MUDETB-05-2006.FLG a fost preluat in directorl O \Widdlewareh mporthfag |
dsteptat, e prelau fizierele transmise prn fip .




J File Edit Wiew Fawvorites Tools  Help i
J HBack -+ = - @ ol | @Search [Ge] Favarites @Histury | %v =1 |

Address I@ htkp:fflocalhostsnudfrapliska, do?afisare valori=da j o “ Links **

SIETEM MATIONMAL DE URMARIRE RETROGSPECTIVA

S5 MONITORIZARE A BEOLMNAVILOR DIABETICI

utilizator: 5 elt EC, medic

R AP O ARTE

centrul de diabet: Institutul Faulescu_Dr. Bradescu. Bucurestij

- toate centrele -

Institutul Paulescu Dr. Bradescu, Bucuresti
Centrul de Diabet Ambulator, Bucuresti
Centrul Ochiul Diabetic Bucuresti

indicator:

perioada raportului:

selectati modul de afisare: IBﬂrE tridimensionale j

Afizeaza grafic

Raport al indicatorului Sex

80 o

{3 e

T S e . SRS e e e

] B varsta = 17 si diabettip 1
O varsta 17 - 25 i dishet tip 1
M varsta = 25 sidiabettip 1

J I R O varsta = 50 si diabet tip 2
W varsta 50 - 70 si diahettip 2
RS R T TR I T T B T T T TR [ varsta = 70 si diabet tip 2

O fara rezultate

IS s EEoonmaars  SESdecCrde T
|
] Done [ [ BB Local intranet




J File Edt ‘iew Favorites Tools Help

J HBack + = - () i | ‘Qisearch [|Favorites ¢ 4History ||%v =N /|

J Address I@ http:/flocalhost/snud/rap/lista.dotafisare_valori=da

a0

E varsta = 17 si diabet tip 1
O varsta 17 - 25 si diahettip 1
M varsta = 25 si dighettip 1
O varsta = 50 i diahettip 2
M varsta 50 - 70 si digbettip 2
[ varsta = 70 si diahettip 2
[ fara rezultate

femei

Alizeaza valon

varsta < 17 si diabet tip 1

warsta 17 - ?5 <i diahet tin 1

harbati fara rezultate

Mumarul total de pacienti: 219

femei barhati
] ]
M o

fara rezultate

|@ Done

[

5
z
I_I_ B Local inkranet



a Sistem de national de urmarire prospectiva si monitorizare a bolnavilor diabetici - Microsoft Internek Explorer

|

J File Edit Wiew Favorites Tools  Help

J A Back - = - @ ot | @Search [F] Favorites @Histury ||%- =N

J.ﬁ.gdress IE http: fflocalhostisnudfrapflista.do j @G.;. |JLinI<s ¥
Raport al indicatorului Prima Glicemie [
2,000
2 B B R TR R R R SR A S N S T T N AT TR TR

E varsta = 17 si dighettip 1
O varsta 17 - 25 sidiabet tip 1
M varsta = 25 si diahettip 1
T S — B varsta = 50 5i diabet tip 2

i B varsta 50- 70 si diabet tip 2
O varsta = 70 si diahet tip 2

[ fara rezultate

T

NI !

a0-110 110-140 =140 fara rezultate

Afhizeaza valori

@ copyright 2005. Toate drepturile rezervate.

PRIMA PASIMA | RAPCARTE | TELEMOMITORIZARE | TELECOMSULTARE | COMTACT LI

|@ Done ’_’_ [ Lacal intranet




2006 Prize

European Federation for Medical Informatics and Romanian Society of Medical Informatics

Special Topic Conference 2006 & ROMEDINF

Integrating biomedical information: “From e-Cell to e-Patient”

CRISTINA SIMONS MECL, CONSTRNTIN TONESCY THRG OWETE

MRS/ MR, FTIBRIEL MIETIN, ENILIESTINGIY , SIMION PRUNA

HAS BEEN GRANTED THE

ROMEDINF PRIZE

FOR THE BEST PAPER
CONTRIBUTING TO THE DEVELOPMENT OF
MEDICAL INFORMATICS

TIMISOARA, ROMANIA 8 APRIL 2006

PROF. UNIV. DR, PROF. UNIV. DR.
GHEORGHE. |. MIHALAS LACRIMIOARA STOICU-TIVADAR
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s Migration of DB =
i two-step process

= Executing the migration of the database
IS a two-step process: first, connect to
the database (ODBC) using the supplied
credentials. Then, send and execute the
command (as Front-MySQL statements)
If the connection Is successful.



Data Sources Open Database
Connectivity (ODBC)

= [0 open Data Sources
(ODBC), click Start, and
then click Control
Panel. Double-click
Administrative Tools,
and then double-click
Data Sources (ODBC)

= It will look very familiar
to users of databases
tools

£ ODBC Data Source Administrator

User DSN | Spstem DSM | File DSN | Drivers | Tracing | Connec tion Paoling | Abaut |

L | Diriver | Add.
dBASE Files ticrozol ft dBaze Driver [*.dbf)
Excel Files Wicrozoft Excel Driver [.xlz) RBemaove
M5 Access Databaze  Microsoft Access Driver (" mdb)
Yizuial FosPro Databaze  Microzoft Visual FosPro Driver Canfigure...
Yizual FouPro Tables Microzo ft izual FosPra Driver

—-ag An ODBC User data infar t b th ta ect to
(Y] the dtddtp vider, AU dt only visible to pou

|:| only be uzed o  the h
QK | Cancel Help




Select Database

D atabaze Mame

\SincroDiab. mdb

Sincraliab. mdb

Lizt Files of Type:

Access Databases [".m |

ODBC Administration

Directories:

ook

Cancel

[ o\
B T
[C 1 ClinPra

Help

£ HLP

—
—

ead Only

B
E=xcluzive

Metwork. ..




Front MySQL

- Hostname / IP is
the IP address of
the database server

- the database login
and the password

- it Is only possible
to connect to TCP
ports greater than
or equal to 1024

Connection to My5QL -Host...

?‘i% Mew

| E Save |

7 Delete |

D eszcription:

Lzer:
Pazzword:

Faort:

Databasze(z):

| localhost

3 .|

Hostname £ |F: |Icu:a|hn:ust

| rook |
| xxxxx ,1 |
Tirmeout; zeconds

[ ] Use compresszed client/server protocol

zeparated by zemicolon [;]

l

| |

Connect!

Cancel ]

3




ke
i Data source, BIRO dataset

s [he data will be extracted out of diabetes
Information systems from a number of
diabetes units

= A wide mixture of health care agencies
Including hospitals, GP practices, health
authorities, and eye screening services hold
these information systems



L

<N 127.0.0.1 == localhost >> b == term_ref | phpMyAdmin 2.6.1 - Microsoft Internet Explorer

wing an XML file in
Internet Explorer

File Edit  Wew Favorites

Qo - © ¥ A @

Taols

Help

2 Sl Favorites @AY Media £}

B -6y @ =R

Search the web |

i sSearch - Address @http:ﬁlZ?.u.u.l,ﬂmysql.ﬂ

PhpaSsAdmin
rat B

Baza de date:

IEXCE

gty _with_units
roulti_text
rmultirmmedia_data
net_address
newmedication
nota_bene_trans
paste errors
patient
patient_wersion
person
physical_data
plain_text
preturi_si_cantitati
ghcp

gty

aty_range
gty_ratio

gty _with_units
queryl
reg_agency
registration
report
report_trans
staff_member
stocuri
surnmary_trans
summary_trans_c
tablel

terrm_ref
termref_qualifier
termset_desc
tool
typed_address
unit

unit_systermn
units_list
units_list_setup
user

wersion
wersion_c
wersioned trans

¥

IS

=<text>TaA diastolic clino</text>
<iz_plural=False</is_plural>
“termset>l</termsets
=/ term_ref=
— =term_ref=>
<ID=2941 < 10>
zhnot=False < /not>
=orig_lang=1=/sorig_lang=
=concept_code=2F6=</concept_code>=
code_used =
=text=TaA systolic orto=/text>
=<i=_plural=False</is_plural=
<taermset=1<termsats
=/term_refz
— =term_ref=
IO G420
notxFalse</Mot>
<orig_lang=1</sorig_lang=
<concept_code=2F7</concepi_code>=
<code_used /=
<text=>=TaA diastolic orto=,text=
=is_plural=False</is_plural=>
ztermset>lo/ /termsets
= term_refs=
— =term_ref=>
<ID=243 = 10>
zhnot=False < /not>
=orig_lang=1=/sorig_lang=
=concept_code=2F8=</concept_code>=
<code_used f=
<text=Frecw. G. - I/ text=
=<i=_plural=False</is_plural=
<taermset=1<termsats
= sterm_refs
— =term_ref=
IO G S0
notxFalse</Mot>
<orig_lang=1<sorig_lang=
<concept_code=2F9<//concept_codex=
<code_used /=
<text=Frecw. C. - E</text>
<iz_plural=False</is_plural>
<termset>l</termsets=
=/term_ref=
— =term_ref=>
<ID=245</ 10>
znot=False</not>
=orig_lang>1</sorig_lang>
=coconcept_code=2F10</sconcept_code=
code_used =

=2
~ | Go Links >
~

lES

@MIEIMIEIMIEIMIEIMIEIMIEIMIEIMIEIMIEIEIEIEIEIEIEIIEIMIEIMIEIMIEIMIEIMIEIMIEIMIEIMIEI

wJ Lacal intranst




s Way of connecting BIRO to a
i database

= An application may be needed to act as an
Intermediary between BIRO server and the
regional databases (Malta, Cyprus and
Romania)

= The second method, which this presentation

will focus on, Is open Data Sources (ODBC)
and Front-MYSQL

= This will be a section of the Del 12 and it is
under development as a tutorial.




XML Schema for
SincroDiab data

+

BIRO — WP3 want to use XML Schema for data
constraints

The first option, converting C++, Java data to XML, Is
actually fairly simple.

Our solution will be detailed fully in the next two
slides of the presentation, but I'll introduce it now.
The first thing we want to do Is to create an

XML document for BIRO WP3 purposes
= http://127.0.0.1/mysql/




